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COMMUNICATION
Effective communication greases the wheels of 
any initiative by ensuring that everyone knows 
what’s happening, why, and where they �t. 

A strong culture serves as a safety 
net to guide people in making good 
decisions when systems fail — 
or when they don’t exist. The four key 
dimensions (ethics, risk, governance 
and workforce) are interrelated.
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How do we align our GRC initiatives?

PLAN AND ORGANIZE

Organizations recognize the importance of implementing governance, risk management and compliance (GRC) into business operations, but 
often struggle with how to put these principles into practice. The Open Compliance and Ethics Group (OCEG) provides guidance on how to 
align these initiatives. Here’s an overview: 
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An underlying system and technology 
architecture should enable the process. 
Organizations should seek to leverage 
existing investments where possible. 

A program must address key process areas. Manage-
ment should ensure they are not only effective, but 
also ef�cient and responsive. Clear and consistent 
processes ensure proper planning and feedback 
loops so you can continue to improve the program.

Management de�nes the program 
by starting with enterprise 
objectives, assessing risks and 
assigning resources. 

Management acts to prevent 
noncompliance to minimize its 
impact, and to prepare the 
organization for when it occurs. 

RESPOND AND IMPROVE
Once an incident or issue 
is detected, an organization 
should respond appropriately 
and improve the system.

MONITOR AND EVALUATE
Management constantly 
monitors the program and 
periodically evaluates the 
program for effectiveness 
and performance.

HOTLINE / HELPLINE
Are there 
any red �ags?

Are things going 
according to plan?

When something 
bad happens, are 
we prepared?

Do you feel 
pressured to 
compromise
our values? 

Does management 
and the organization 
as a whole behave 
with integrity?

Here is the plan...

But it is not 
in-sync with our 
risk appetite.

This deal is really 
important for 
this quarter.

I know where 
I �t and how 
to succeed! 

I need to challenge 
you on that... 

What can 
we learn? 

We’ll get to the 
bottom of this… 

How can we 
do this better? 

What’s changed? 

How do 
we �x this?

You’d better!

What’s on 
the horizon? 

What do 
we need to 
focus on? 

I can help you 
assess the program. 

I would like an 
objective evaluation 
about our program. 

We can 
help too! 
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Strategic Personnel
Responsible for program 
design and policy setting.

Leadership & Champions 
Respected opinion leaders 
at all levels of the organization.

Oversight Personnel 
High-level executives and 
board members accountable 
to stakeholders and responsible 
for program oversight.

Operational Personnel
Responsible for day-to-day 
execution of the plan. 
This should include staff 
embedded in lines of business.

ORGANIZATION
Clear accountability and authority 
provide a “line of sight” from the 
boardroom to frontline operations. 
Quali�ed personnel must be responsible 
for program oversight, strategy and 
operation. GRC responsibility should 
be “baked-in” to lines of business so 
that all executives are accountable for 
program performance.

Let’s talk about how 
IT can support our 
roadmap and plan. We have some of 

the components 
already in place, but 
others are unique. 

I didn’t know this 
could help with 
compliance!

I’m glad we can 
consolidate some 
of this stuff. 

What are our 
boundaries and 
biggest risks? 

Who are our 
stakeholders? 

...and what are 
our objectives?

What do I 
need to do? 

Why change 
something that’s 
working? 

How does it 
impact me? 

Where
do I �t? What if I have 

(or see) 
a problem?

How do we minimize 
non-compliance? 

Do we have 
the right 
insurance? 

Can we prevent 
problems? Will we 
detect them? 

...and what are we going 
to do about them?

What incentives can 
we use to encourage 
good behavior?

How will people 
know right from 
wrong?

Are we training 
people the 
right way?

Do they know 
how to do the 
right thing?

What policies, 
procedures and 
controls can we 
put in place?

Are we hiring 
and promoting 
the right people?
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I must address my 
own IT compliance 
challenges...and also 
support the business.  
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